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IN THE CLAIMS 

For the convenience of the Examiner, all pending claims 
of the Application are reproduced below regardless of whether 
amended or not. Please refer to the attached sheets showing a 
marked up version of the claim amendments. 



1 . (Amended) / A method for providing a network 
service , comprising :/ 

receiving instructions from a service manager at a 
orwarding agent,/ the instructions indicating how packets 
eived by the Sbrwarding agent are to be processed; 

processing /the packets received at the forwarding agent 
according to the instructions; and 

forwarding selected packets from the forwarding agent to 
the service manager in response to the instructions. 

2. /(Amended) The method of claim 1, wherein the 
forwarding agent forwards the selected packets to the service 
manager using a user datagram protocol (UDP) . 
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3 . (Amended) A methojd for providing a network 

service , comprising : 

receiving packet interest instructions from a service 
manager at a forwarding ag^nt, the instructions specifying 
ackets that the forwardir^g agent is to communicate to the 
service manager; 

receiving an initial packet at a forwarding agent that 
matches one of the packets specified in the packet interest 
instructions from the service manager; and 

communicating tne initial packet from the forwarding 
agent to the service manager so that the packet may be 
processed at the Syervice manager to determine one or more 
actions that are to be performed for the packet. 



method of claim 



3, 



further 



4 . (Amende^) The 
comprising : 

receiving packet handling instructions from the service 
manager at the forwarding agent that include the actions 
determined by /the service manager for the packet 



5. (Afnended) The method of claim 4, wherein the 

receiving /packet handling instructions from the service 
manager aft the forwarding agent that include the actions 
determined by the service manager for the packet includes 
receiving a user datagram protocol (UDP) packet at the 
f orwardfing agent . 
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6. (Amended) The method of claim 4, further 

comprising: 

* receiving the initial packet from the service manager at 

the forwarding/ agent along with the packet handling 
instructions; and 
^ y handling the packet at the forwarding agent according to 

the packet handling instructions. 



7. (Amended) The method of claim 6, wherein handling 
the packet at /the forwarding agent according to the packet 
handling instruct ions includes translating the destination 
internet protocol (IP) address in the packet so that the 
packet is forwarded to a different IP address than the IP 
address originAlly included in a packet header. 

8. (Amended) The method of claim 6, wherein handling 
the packet ati the forwarding agent according to the packet 
handling instructions includes communicating the packet to a 
destination Specified in the packet handling instructions 
using tag switching. 



9. (Arfiended) The method of claim 6, wherein handling 
the packet jkt the forwarding agent according to the packet 
handling instructions includes communicating the packet to a 
destination/ specified in the packet handling instructions 
using IP tunneling . 
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10. (Amended) The method of claim 4, further 
comprising: / 

receiving a subsequent packet at the forwarding agent; 
determining that the subsequent packet matches a 
criteria included in the packets handling instructions; and 

handling the subsequent fcacket at the forwarding agent 
according to the packet handling instructions. 

11. (Amended) The/ method of claim 3, further 
comprising: / 

forwarding the packet from the service manager to a 
destination other than OTie forwarding agent, the destination 
being determined by the ^service manager. 

12. (Amended) / The method of claim 11, wherein 
forwarding the padket from the service manager to a 
destination other/ than the forwarding agent includes 
translating the destination IP address in the packet. 

13. (Amended) The method of claim 11, wherein 
forwarding tlie packet from the service manager to a 
destination / other than the forwarding agent includes 
communicating the packet to the destination using tag 
switching / 

14/ (Amended) The method of claim 11, wherein 

forwarding the packet from the service manager to a 
destination other than the forwarding agent includes 
communicating the packet to the destination using IP 
tunneling . 
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15. (Amended) The method of claim 3, wherein the 
forwarding agent is implemented on a selected one of a group 
consisting of: 

a switch; 

a load balancer; anc; 
a router. 

16. (Amended) frhe method of claim 3, wherein the 
instructions provided /by the service manager are associated 
with a selected one of/ a group consisting of: 

a routing operation; 

a statistics gathering operation; 

a load balancing operation; 

a packet modification operation; 

a tunneling operation; and 

a tag switching operation. 



17. (Amended)?) The method of claim 3, wherein receiving 
packet interest /instructions from a service manager at a 
forwarding agent /specif ying packets that the forwarding agent 
is instructed to communicate to the service manager includes 
receiving a multicast of the packet interest instructions 
communicated tor a plurality of forwarding agents. 



18. (Amended) The method of claim 17, further 

comprising : 

receiving unicast packet handling instructions from the 
service manager at the forwarding agent that include the 
actions determined by the service manager for the packet. 
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19. (Amended) The method/ of claim 17, further 

comprising : 

receiving multicast packet handling instructions from the 
service manager at the plurality of forwarding agents that 
V •"-include the actions determined py the service manager for the 



cket . 



20. (Amended) The method of claim 3, wherein specifying 
packets that the forwarding ^gent is instructed to communicate 
to the service manager inclines receiving a UDP packet at the 
forwarding agent . 

21. (Amended) The n/ethod of claim 3, wherein receiving 
the packet interest instructions from the service manager at 
the forwarding agent includes receiving a wildcard affinity at 
the forwarding agent that identifies one or more flows to be 
received by the forwarding agent . 

22. (Amended) / The method of claim 21, wherein the 
wildcard affinity/ includes a selected one of a group 
consisting of 

a source IP/address; 
a destination IP address; 
a source ^)ort ; and 
a destii^ation port. 

23. /Amended) The method of claim 22, wherein the 
wildcard ^ffinity further includes a protocol identifier. 

24. / (Amended) The method of claim 22, wherein the 
wildcard affinity source IP address includes a plurality of 
IP addresses . 
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25. (Amended) The method of yblaim 22, wherein the 
wildcard affinity destination IP addr/ss includes a plurality 
of IP addresses. 



26. (Amended) .The method /of claim 22, wherein the 
wildcard affinity destination pqrt includes a plurality of 
ports . 




27. (Amended) The method of claim 22, wherein the 
wildcard affinity source port yncludes a plurality of ports. 

28. (Amended) The method of claim 22, wherein the 
wildcard affinity source IyP address includes a range of IP 
addresses . 

29. (Amended) Tfcfe method of claim 22, wherein the 
wildcard affinity dest/nation IP address includes a range of 
IP addresses. 

30. (Amended) / The method of claim 22, wherein the 
wildcard affinity destination port includes a range of ports. 

31. (Amended) The method of claim 22, wherein the 
wildcard affinity source port includes a range of ports. 



32. (Attended) The method of claim 22, wherein the 
wildcard affrinity source IP address specifies a set of IP 
addresses /by using a netmask element. 



DAL01:713492.1 




ATTORNEY DOCKET NO. PATENT APPLICATION 

062 891 .08 72 0 9/34 7, 034 

11 

33. (Amended) The method of claim 22, wherein the 
wildcard affinity destination IP /address specifies a set of IP 
addresses by using a netmask element. 

34. (Amended) The method of claim 3, wherein the action 
etermined is translating^ the destination IP address of the 

initial packet. / 

35. (Amended) /The method of claim 3, wherein the action 
determined is forwanrding the initial packet to a destination 
different than ttte destination IP address of the initial 
packet . / 

36. (Amended) The method of claim 3, wherein the action 
determined ±A forwarding the initial packet without changing 
the initial/ packet and reporting information about the packet 
to the service manager. 

^7. (Amended) The method of claim 3, wherein the action 
dete/mined is translating the source IP address of the initial 
packet . 
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38. (Amended) A forwardiing agent, comprising: 

a service manager receiving interface for receiving 
instructions from a service iranager specifying actions to be 
performed for server designated packets; 

a service manager send/ng interface for sending packets 
o the service manager; / 

a network packet receiving interface for receiving 
internet protocol (IP) packets from a network ; 

a network packet forwarding interface for forwarding IP 
packets to the network; ajnd 

a processor for performing the specified actions on the 
server designated packets. 

39. (Amended) The forwarding agent as recited in claim 

38, further comprising/ a service manager instruction storage 
element for storing thfe service manager instructions. 

40. (Amended) /The forwarding agent as recited in claim 

39, wherein the service manager instruction storage element 
includes a generay instruction storage that stores criteria 
for forwarding packets to the service manager and a specific 
instruction storage that stores specific instructions for 
handling the server designated packets. 

41. (Amended) The forwarding agent as recited in claim 

40, further /comprising a comparator for comparing portions of 
newly receiyved packets to the stored criteria. 

42 . / (Amended) The forwarding agent as recited in claim 
40, wherein the stored criteria are affinities that identify 
one or more flows. 
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43 . (Amended) The forwarding agent as recited in claim 
38, wherein the forwarding agent is included in a selected 



44 . (Amended) The /forwarding agent as recited in claim 
40, wherein the stored /criteria include a selected one or 
more of a source IP address a destination IP address, a 
source port, and a destination port. 

45. (Amended) Tfcp forwarding agent as recited in claim 
38, wherein the serve* designated packets are designated by 
affinities. / 

46. (Amended) /The forwarding agent as recited in claim 
38, wherein the server designated packets are designated by a 
selected one or more of a source IP address, a destination IP 
address, a source port, and a destination port. 

47. (Amended) The forwarding agent as recited in claim 
38, wherein tine/ service manager receiving interface and the 
network packet deceiving interface are the same interface. 

48. (Amdnded) A computer medium for handling packets, 
the computer medium comprising code operable to: 

receive /instructions from a service manager; 
process/ packets according to the instructions; and 
forward selected packets from a forwarding agent to the 
service mamager. 



one of a group consisting of 
a switch; 

>^ a load balancer; and J 

a router. / 
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49. (Amended) A Computer medium for providing a 
network service, the comp/iter medium comprising code operable 
to: 

receive packet interest instructions from a service 
/manager, the instructions specifying one or more packets that 
a forwarding agent is tio communicate to the service manager ; 

receive an initiAl packet that matches one of the packets 
specified in the pag/Ket interest instructions from the service 
manager; and 

communicate bhe initial packet to the service manager so 
that the packet pay be processed at the service manager to 
determine one or /more actions that are to be performed for the 
packet . 

50. (Amended) The medium of claim 49, wherein the code 
is further operable to: 

receive / packet handling instructions from the service 
manager than include the actions determined by the service 
manager for /the packet. 
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51. (Amended) The medium/ of claim 50, wherein 

receiving the packet handling instructions from the service 
manager at the forwarding agent/ that include the actions 
determined by the service manager for the packet includes 
receiving a user datagram protocol (UDP) packet at the 
forwarding agent . 



52. (Amended) The medium of claim 50, wherein the code 
is further operable to: 

receive the initial packet from the service manager along 
with the packet handling instructions; and 

handle the packet /according to the packet handling 
instructions . 



53 . (Amended) T 
the packet accordin 
includes translating /the 



* medium of claim 52, wherein handling 
to the packet handling instructions 
destination IP address in the packet 



so that the packet ys forwarded to a different IP address than 
the IP address oric^nally included in the packet header. 

54. (Amended) The medium of claim 52, wherein handling 
the packet according to the packet handling instructions 
includes communicating the packet to a destination specified 
in the packet/ handling instructions using tag switching. 



55. /Amended) The medium of claim 52, wherein handling 
the packet according to the packet handling instructions 
includes/ communicating the packet to a destination specified 
in the Jacket handling using IP tunneling. 
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56. (Amended) The medi/im of claim 50, wherein the code 
is further operable to: 

receive a subsequent packet; 
p determine that the subsequent packet matches a criteria 

\/ included in the packet handling instructions; and 

handle the subsequent packet according to the packet 
handling instructions 

57. (Amended) Thqf medium of claim 49, wherein the code 
is further operable to/ forward the packet from the service 
manager to a destination other than the forwarding agent, the 
destination being determined by the service manager. 

58. (Amended) / The medium of claim 57, wherein 
forwarding the padket from the service manager to a 
destination other / than the forwarding agent includes 
translating the destination IP address in the packet. 

59. (Amended) The medium of claim 57, wherein 
forwarding th^ packet from the service manager to a 
destination />ther than the forwarding agent includes 
communicating the packet to the destination using tag 
switching . 



60. /(Amended) The medium of claim 57, wherein 

forwardiAg the packet from the service manager to a 
destination other than the forwarding agent includes 
commurjfi. eating the packet to the destination using IP 
tunneling , 
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61. (Amended) The medium of claim 49, wherein the 
forwarding agent is implemented on a selected one of a switch 
and a router. / 

tedium of claim 49 , wherein the 
ed on a switch. 

medium of claim 4 9 , wherein 
erest instructions from a service 
\ a multicast of the packet interest 
rality of forwarding agents. 

64. (Amended) Thei medium of claim 63, wherein the code 
is further operable to receive unicast packet handling 
instructions from the/ service manager that include the 
actions determined by dne service manager for the packet. 

65. (Amended) The medium of claim 63, wherein the code 
is further operable/ to receive multicast packet handling 
instructions from tfce service manager at the plurality of 
forwarding agents tMat include the actions determined by the 
service manager for/ the packet . 

66. (Amended^ The medium of claim 49, wherein the code 
is further operable to receive a UDP packet at the forwarding 
agent . / 

67. (Amerfded) The medium of claim 49, wherein the code 
is further operable to receive a wildcard affinity. 



62 . (Amended) The 
service manager is implemei 



63 . (Amended) Thj 
receiving the packet int 
manager includes receiving 
instructions sent to a plf 
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68. (Amended) The Medium of claim 67, wherein the 
wildcard affinity includes/ a selected one or more of a source 
IP address, a destination IP address, a source port, and a 

stination port . 

69. (Amended) The medium of claim 67, wherein the 
wildcard affinity furtfier includes a protocol identifier. 



70. (Amended) /The medium of claim 67, wherein the 
wildcard affinity source IP address includes a plurality of 
IP addresses 

71. (Amended) / The medium of claim 68, wherein the 
wildcard affinity c^stination IP address includes a plurality 
of IP addresses. 

72. (Amended^) The medium of claim 68, wherein the 
wildcard affinity destination port includes a plurality of 
ports . 

73. (Amended) The medium of claim 68, wherein the 
wildcard affinity source port includes a plurality of ports. 

74. (Amended) The medium of claim 68, wherein the 
wildcard affinity source IP address includes a range of IP 
addresses . 



75. /(Amended) The medium of claim 68, wherein the 
wildcard/ affinity destination IP address includes a range of 
IP addresses. 
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76. (Amended) The medium of claim 68, wherein the 
ildcard affinity destination port includes a range of ports. 

77. (Amended) The medium of claim 68, wherein the 
wildcard affinity source portf includes a range of ports. 

claim 68, wherein the 
specifies a set of IP 

79. (Amended) TjFie medium of claim 68, wherein the 
wildcard affinity destination IP address specifies a set of IP 
addresses by using a neicmask element. 

80. (Amended) /The medium of claim 49, wherein the 
action determined is /translating the destination IP address of 
the initial packet. / 

81. (Amended/ The medium of claim 49, wherein the 
action determined is forwarding the initial packet to a 
destination different than the destination IP address of the 
initial packet./ 

82. (Amended) The medium of claim 49, wherein the 
action determined is forwarding the initial packet without 
changing the initial packet and reporting information about 
the packet /to the service manager. 

83. / (Amended) The medium of claim 49, wherein the 
action determined is translating the source IP address of the 
initial/ packet. 

/ 



78. (Amended) The /medium of 
wildcard affinity source/ IP address 
addresses by using a netmask element. 
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84. (New) A systjem for providing a network service, 
comprising : 

means for receiving instructions from a service manager 
at a forwarding agent, the instructions indicating how 
packets received by tine forwarding agent are to be processed; 

means for processing the packets according to the 
instructions; and 

means for fjbrwarding selected packets from the 
forwarding agent tq the service manager, 



85. (New) A system for providing a network service, 
comprising : 

means for receiving packet interest instructions from a 
service manager / at a forwarding agent, the instructions 
specifying packets that the forwarding agent is to send to 
the service manafger; 

means for / receiving an initial packet at a forwarding 
agent that matches one of the packets specified in the packet 
interest instructions from the service manager; and 

means far communicating the initial packet from the 
forwarding aoent to the service manager so that the packet 
may be processed at the service manager to determine actions 
that are to/ be performed for the packet. 
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